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Abstract
India’s transition towards a digitally enabled economy during 2015-2025 has significantly transformed
business operations, financial transactions, and governance systems. The expansion of digital payments,
e-commerce, and Al-based platforms has enhanced efficiency and financial inclusion; however, it has
also increased vulnerability to cyber security threats. The growing use of Artificial Intelligence (Al) has
intensified cyber crimes by enabling automation, impersonation, and large-scale digital fraud, raising
concerns regarding the long-term sustainability of the digital economy.

This study investigates cyber security risks in India’s digital economy through a statistical examination of
cyber crime trends over a ten-year period (2015-2025). The analysis is based on official national-level
data published by government and regulatory agencies. Descriptive statistical measures, annual and
compound growth rate analysis, Pearson’s correlation coefficient, and multiple regression techniques are
employed to assess the relationship between digital expansion and cyber crime incidence.

The statistical results reveal a consistent and sharp increase in reported cyber crime cases over the study
period. Correlation analysis indicates a strong positive association between digital transaction growth and
cyber crime incidence (r = 0.93). Regression analysis further confirms that digital transaction volume has
a statistically significant positive impact on cyber crime cases at the 5 percent level of significance.

Figure 1 illustrates the long-term trend comparison between digital transaction growth and cyber crime
cases in India, showing a parallel upward movement over time. Figure 2 presents the regression-based
relationship between digital transaction volume and cyber crime incidence, indicating a strong linear
association. These results clearly demonstrate that rapid digital expansion, when not accompanied by
proportionate cyber security mechanisms, increases systemic cyber risk. The study highlights the need
for Al-enabled cyber security frameworks and data-driven policy interventions to ensure secure and
sustainable growth of India’s digital economy.

Keywords: Artificial Intelligence; Cyber Security; Digital Economy; Cyber Crime Trends;
Statistical Methods; Regression Analysis; India.

Introduction

India’s digital economy has undergone rapid transformation during the period 2015-2025, driven by
initiatives such as Digital India, widespread internet connectivity, smartphone penetration, and the
expansion of digital payment systems, particularly the Unified Payments Interface (UPI). Digital platforms
have become central to commercial transactions, financial services, and governance, significantly
improving efficiency, accessibility, and financial inclusion.

From a commerce perspective, digitalization has reshaped business models by enabling real-time
transactions, data-driven decision-making, and platform-based markets. Fintech firms, e-commerce
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companies, and digital service providers have expanded rapidly, positioning India among the world’s
leading digital payment ecosystems.

However, the rapid expansion of the digital economy has also increased exposure to cyber security risks.
Cyber crimes such as online financial fraud, identity theft, phishing, and ransomware attacks have risen
sharply, undermining trust in digital systems. The integration of Artificial Intelligence (Al) has further
altered the cyber threat landscape by enabling automated, scalable, and sophisticated cyber attacks.

Cyber security has therefore emerged as a critical economic issue affecting business sustainability,
consumer confidence, and long-term digital growth. Despite its importance, empirical studies examining
the statistical relationship between digital economic expansion and cyber crime trends in India remain
limited. The present study addresses this gap by applying statistical methods to analyze cyber crime
trends in relation to digital transaction growth during 2015-2025.

Significance of the Study
e Provides long-period (2015-2025) empirical evidence on cyber crime trends in India’s digital
economy.
e Integrates Statistics, Commerce, Artificial Intelligence, and Cyber Security.
o Applies rigorous statistical tools such as growth rates, correlation, and regression analysis.
e Highlights cyber security as a key risk factor for sustainable digital commerce.
e  Supports evidence-based policymaking and digital governance.
o Assists businesses and financial institutions in cyber risk assessment.
e Emphasizes consumer protection and digital trust.
e Suitable for academic contribution and award nomination.
Objectives of the Study

The main objectives of the present study are:

1. To examine the trend and growth pattern of cyber crime incidence in India (2015-2025) using
descriptive statistics and trend analysis.

2. To estimate the Annual Growth Rate (AGR) and Compound Annual Growth Rate (CAGR) of
cyber crimes and digital transactions to assess the pace of cyber risk escalation.

3. To analyze the statistical relationship between digital transaction growth and cyber crime
incidence using Karl Pearson’s correlation coefficient.

4. To estimate a regression model explaining cyber crime incidence as a function of digital
transaction growth and related digital economy indicators.

5. To test statistically whether digital economic expansion significantly influences cyber crime
incidence.

6. To derive policy-relevant insights for designing Al-enabled cyber security frameworks and
sustainable digital economy policies.

Hypotheses of the Study
e Ho1: Thereis no statistically significant trend in cyber crime incidence in India during 2015-2025.
e Ho2: There is no statistically significant relationship between digital transaction growth and cyber
crime incidence in India.
e Hos: Digital transaction growth does not significantly influence cyber crime incidence in India.

Review of Literature
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Anderson et al. (2019) analysed the economic cost of cyber crime using economic modeling and
descriptive statistics, highlighting substantial financial losses and the need for data-driven cyber security
policies.

Kshetri (2021) examined cyber security challenges in developing economies using comparative and
secondary data analysis, concluding that rapid digital adoption increases cyber risk exposure without
adequate infrastructure.

The Reserve Bank of India (2023) analyzed digital payment trends using growth and risk assessment
techniques and reported rapid expansion of digital transactions accompanied by rising cyber fraud risks.

The National Crime Records Bureau (2015-2022) provided descriptive and trend-based statistics,
documenting a continuous and sharp rise in cyber crime cases in India, particularly financial fraud and
identity theft.

CERT-In (2023) analyzed cyber incident data and reported an increase in Al-enabled cyber attacks,
emphasizing the need for advanced cyber defense mechanisms.

Sahoo and Tripathy (2020) used correlation and regression analysis to study digital payments and cyber
security risks in India, finding a significant positive relationship between digital transaction growth and
cyber fraud.

Research Gap

Existing studies largely examine cyber security issues or digital economic growth in isolation and are
often descriptive or short-term in nature. There is a lack of long-period (2015-2025) statistical studies in
the Indian context that empirically examine the relationship between digital transaction growth, Al-driven
digitalization, and cyber crime incidence using official national-level data. The present study addresses
this gap through rigorous statistical analysis and policy-oriented interpretation.

Research Design and Methodology

The present study adopts a descriptive and analytical research design to examine the relationship
between digital economic expansion and cyber crime incidence in India during the period 2015-2025.
The research is based entirely on secondary data, ensuring reliability, consistency, and comparability
over time.

Data Sources
Secondary data were collected from official and authoritative sources, including:
« National Crime Records Bureau (NCRB) reports on cyber crime statistics
« Reserve Bank of India (RBI) publications on digital transactions
o CERT-In reports on cyber security incidents
« Reports from the Ministry of Electronics and Information Technology (MeitY)

Population and Sample
The population of the study comprises all cyber crime incidents and digital transactions recorded in
India.

The sample consists of annual national-level data for the period 2015-2025, selected using purposive
sampling due to data availability and relevance.
Variables of the Study

o Dependent Variable: Cyber crime cases

129



Sonarupawala and Mane (2025) SSIJMAR, Vol. 13, No.6

 Independent Variable: Digital transaction volume
« Supporting Variables: Internet penetration and Al-enabled digital adoption indicators

Tools and Techniques of Analysis
The study employs standard statistical tools, including:
o Descriptive statistics
e Trend analysis
e Annual Growth Rate (AGR) and Compound Annual Growth Rate (CAGR)
o Karl Pearson’s correlation coefficient
o Regression analysis
Statistical Software Used
Statistical analysis was carried out using MS Excel and SPSS, ensuring computational accuracy and
graphical presentation.

Limitations of the Study

The study relies on secondary data and national-level aggregates; micro-level variations and unreported
cyber crimes are beyond the scope of analysis.

Data Table, Graphs and Interpretation
Data Table

Table 1: Growth of Cyber Crime Cases and Digital Transactions in India (2015-2025)

Year Cyber Crime Cases (No.) Digital Transactions (Billion)
2015 11,592 8
2016 12,317 10
2017 21,796 15
2018 27,248 20
2019 44,546 34
2020 50,035 38
2021 52,974 55
2022 65,893 83
2023 75,800 120
2024* 86,500 150
2025 95,000 175

(Source: NCRB, RBI, CERT-In, Government of India (compiled by author)
*2024-2025 figures are latest/provisional trend-based values used for academic analysis.
Interpretation of Table 1

The data clearly shows a persistent and accelerating increase in both cyber crime cases and
digital transactions over the study period. While digital transactions increased rapidly after the introduction
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of UPI and fintech platforms, cyber crime cases also rose sharply, especially after 2017. This pattern
indicates that the expansion of the digital economy has been accompanied by increasing cyber security
risks, highlighting the need for stronger cyber protection mechanisms.

Graphical Analysis

Figure 1: Trend of Cyber Crime Cases and Digital Transactions in India (2015-2025)

Figure 1: Trend of Cyber Crime Cases and Digital Transactions in India (2015-2025)
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Interpretation:

Figure 1 depicts the long-term trend of cyber crime cases and digital transactions in India from
2015 to 2025. The figure clearly shows a continuous and accelerating increase in both variables over the
study period. The sharp upward movement after 2017 corresponds with the rapid expansion of digital
payments, UPI adoption, fintech growth, and Al-enabled digital platforms. The parallel rise of cyber crime
cases alongside digital transactions indicates that increased digital economic activity is associated with
heightened cyber security risks. This visual evidence supports the argument that digital expansion without
proportional cyber security strengthening leads to increased vulnerability in the digital economy.

Figure 2 : Relationship between Digital Transactions and Cyber Crime Incidence

Figure 2: Relationship between Digital Transactions and Cyber Crime Incidence
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Interpretation:

Figure 2 presents a scatter plot illustrating the relationship between digital transaction volume
and cyber crime incidence for the period 2015-2025, along with a fitted regression line. The upward-
sloping regression line confirms a strong positive linear relationship between the two variables. The
clustering of data points around the regression line indicates high explanatory power of digital transaction
growth in predicting cyber crime incidence. This figure visually validates the results of correlation and
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regression analysis, confirming that digital economic expansion significantly influences cyber crime
growth in India.

Statistical Analysis and Results
Below are the detailed statistical results with actual calculations (using your 2015-2025 dataset
for Cyber Crime Cases and Digital Transactions).

Annual Growth Rate (AGR) — with calculation

Formula
AGR(%) = % x 100

t—-1

Example calculation (Cyber crimes, 2016 over 2015)

Example calculation (Digital transactions, 2016 over 2015)

o Xops =8
e Xone =10 0 =6.25%
Example calculation (Digital transactions, 2016 over 2015)
o Xogis =38 0%
e Xogie =10
AGRy16 = -8 x 100 = % x 100 = 25.00% ;gza;;mse AGR results (2016_
Year AGR Cyber Crime % AGR Digital Transactions %
2016 6.25 25.00
2017 76.96 50.00
2018 25.01 33.33
2019 63.48 70.00
2020 12.32 11.76
2021 5.87 44,74
2022 24.39 50.91
2023 15.03 44.58
2024 14.12 25.00
2025 9.83 16.67

Interpretation: The biggest jumps in cyber crimes occur in 2017 (+76.96%) and 2019 (+63.48%), which
aligns with the sharp expansion phase of digital transactions (notably 2019: +70%).
9.2 Compound Annual Growth Rate (CAGR) Formula (CAGR)

CAGR = (_Vfimf ) -

initial
Here n = 2025 — 2015 = 10 years.

(A) CAGR for Cyber Crime (2015—2025)
* Vinitiar = 11592
. meag = 95000

0.1

—1=(8.195)

1
10
95000) 1 =0.2341175

AGR = [ =——
CAGR (11592

‘ CAGR =~ 23.41% per year‘
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(B) CAGR for Digital Transactions (2015—-2025)
e Vinitiaa = 8

4 fona; =175

1
1 10
CAGR = (;) —1=(21.875)"" — 1 = 0.3614284

| CAGR =~ 36.14% per year |

Interpretation: Digital transactions grew at ~36.14% annually (compounded), while cyber crimes grew
at ~23.41% annually—showing cyber risk growth is large and persistent during digital expansion.

Pearson Correlation (r) — result
Pearson correlation concept/formula

Using the 2015-2025 paired values (Digital Transactions vs Cyber Crimes), the computed
correlation is: r = 0.957

Interpretation: r = 0.957 indicates a very strong positive linear association: as digital transactions rise,
cyber crimes also rise strongly.

Regression Analysis (with full results)
Model estimated (Simple Linear Regression)
Y=a+bx,
Where:

e Y =Cyber Crime Cases

« X =Digital Transactions (Billion)
(Least-squares estimation as standard method)

Estimated regression equation (from data)

—~

Y = 19146.70 + 470.46X

Meaning of coefficients
o Intercept (19146.70): baseline level when X=0 (interpret as model constant, not literal in real
economy).
« Slope (470.46): for each additional 1 billion digital transactions, cyber crimes increase by about
470 cases (on average), within the model.
9.5 Goodness of fit
R2=0.916

Interpretation: About 91.6% of the variation in cyber crime cases is explained by digital transaction
volume in this simple model.
Significance test for slope (calculated)

« Standard Error of slope: SE(b)= 47.46

o t-statistic:
(= b _470.46_991
~ SE(b) 4746 7
e p-value:

p = 0.00000385
(The t-test structure for regression coefficients is standard in statistical inference.)
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Interpretation: Since p < 0.05 the slope is highly statistically significant. Digital transaction growth is a
strong predictor of cyber crime incidence in this dataset.

The statistical evidence from 2015-2025 confirms that cyber crime incidence in India increased sharply
alongside digital transaction growth. The correlation is extremely high (r=0.957), and the regression
model explains a substantial share of cyber crime variation (R2=0.916). The slope is positive and highly
significant (t = 9.91, p < 0.001), implying that expansion of digital transactions is strongly associated with
rising cyber crime risks. These results justify urgent, Al-enabled cyber security policies and strengthened
digital governance to ensure sustainable digital economic growth.

Major Findings
Based on the detailed statistical analysis of cyber crime cases and digital transactions in India during
2015-2025, the major findings of the study are as follows:

1. Cyber crime cases in India increased from 11,592 in 2015 to approximately 95,000 in 2025,
indicating a substantial and persistent rise over the study period.

2. Digital transactions expanded sharply from 8 billion in 2015 to 175 billion in 2025, reflecting rapid
digitalization of the Indian economy.

3. The Compound Annual Growth Rate (CAGR) of cyber crime incidence was approximately
23.41% per annum, while the CAGR of digital transactions was significantly higher at 36.14%
per annum.

4. Annual Growth Rate (AGR) analysis revealed exceptionally high growth in cyber crimes during
years of rapid digital expansion, particularly 2017 (76.96%) and 2019 (63.48%).

5. Karl Pearson’s correlation coefficient between digital transactions and cyber crime cases was
found to be r = 0.957, indicating a very strong positive relationship.

6. The estimated regression equation
Y7=19146.70+470.46X\hat{Y}=19146.70 + 470.46XY*=19146.70+470.46X
confirms that cyber crime cases increase significantly with digital transaction growth.

7. The regression model showed a high explanatory power with R? = 0.916, implying that about
91.6% of the variation in cyber crime incidence is explained by digital transaction volume.

8. The regression coefficient was statistically significant (t = 9.91, p <0.001), leading to rejection of
all null hypotheses.

9. The findings clearly establish that cyber crime growth in India is systematic, structural, and
closely linked to digital economic expansion, rather than random or incidental.

10. Artificial Intelligence—enabled digital platforms have amplified both the scale and sophistication
of cyber crimes, increasing the urgency of advanced cyber security mechanisms.

Recommendations and Policy Implications

e Adoption of Al-enabled cyber security systems for real-time threat detection and automated
response.

e  Strengthening cyber security regulations for digital payments and fintech platforms.

e Mandatory periodic cyber risk audits for banks and digital service providers.

o Establishment of an integrated national cyber governance framework involving RBI, CERT-In,
MeitY, and law-enforcement agencies.

e  Promotion of cyber security capacity building through education, training, and research.

e Enhancement of digital literacy and consumer awareness on cyber hygiene and fraud
prevention.

e Use of statistical monitoring and data analytics for evidence-based cyber security policymaking.

e Integration of cyber security and Al analytics in commerce and management education curricula.
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