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Abstract
India’s rapid digital banking transformation—powered by UPI, AePS, and India Stack—has enhanced
financial access but also led to a sharp rise in e-banking frauds. Threats such as phishing, credential theft,
and fake apps increasingly target platforms like Paytm and PhonePe. This paper critically analyzes the risks
and evaluates India’s preventive mechanisms, drawing comparisons with global frameworks like Europe’s
PSD2.

Materials and Methods: The study uses qualitative analysis of RBI/NPCI reports, peer-reviewed literature,
cybersecurity whitepapers, and Indian case studies. Expert interviews with banking professionals supplement
the findings.

Results: Key fraud vectors include phishing, social engineering, and insecure API usage. Despite RBI
mandates on two-factor authentication and tokenization, implementation gaps persist. Al tools are emerging
but underused, and digital literacy remains low.

Conclusion: Tackling India’s e-banking fraud requires an integrated strategy—robust API governance, Al-
driven fraud analytics, user education, and regulator—fintech collaboration—to build a secure and inclusive
digital financial ecosystem.

Keywords: E-banking, UPI frauds, APl vulnerabilities, cybersecurity, India Stack, digital literacy, RBI,
phishing, fintech regulation, fraud detection.

Introduction

India has emerged as a global leader in digital payments, particularly through the Unified Payments Interface
(UPI), which processed transactions worth over 1,500 lakh crore in FY 2023-24 (NPCI, 2024). This
unprecedented volume reflects the growing trust and dependence on digital finance across urban and rural
India alike.

However, rapid digitalization has also exposed a broad spectrum of vulnerabilities—from phishing attacks
to API breaches. According to the Reserve Bank of India (RBI Annual Report, 2024), the total number of
reported banking frauds rose from 13,564 in FY 2022-23 to 36,075 in FY 2023-24, even though the overall
fraud amount declined from 26,127 crore to 13,930 crore. This trend underscores a sharp increase in low-
value but high-frequency frauds, particularly via mobile banking and UPI platforms.

Corresponding Author: Daleep Kumar Ghotia, daleep.009@gmail.com



mailto:daleep.009@gmail.com

Ghotia & Singh (2025) SSIIMAR, Vol. 13, No. 4

Furthermore, cyber frauds in the digital payments space—including card and online transactions—
increased by 708% between 2021 and 2024, and high-value cases (%1 lakh+) quadrupled, causing
estimated losses of over 1,457 crore (~$175 million) (Reuters, 2025).
These figures reveal systemic gaps in India’s digital banking ecosystem—particularly in consumer
education, third-party risk control, and real-time fraud detection. This research aims to:

o Analyze patterns of digital banking fraud from 2020 to 2024.

« Examine the technological and regulatory responses to this surge.

o Propose a comprehensive, India-specific safety framework.

Graph 1: Year-wise Rise in Digital Banking Fraud Cases in India (2020-2024)
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Source: Constructed using data from RBI Annual Fraud Reports (2020-2024), NPCI Reports, and news
insights from LiveMint, Business Standard, and Reuters.

Literature Review

The escalation of fraud in digital banking has been studied from various angles in recent scholarly work:
The evolution of electronic banking has brought with it both significant benefits and substantial risks.
Scholars, legal experts, industry practitioners, and regulatory bodies have all contributed insights into the
patterns, causes, and prevention strategies of e-banking fraud in India and globally.

Fraud Trends and Consumer Vulnerabilities

o Bhagat (2021), in his article in The Times of India, highlights the growing menace of OTP-based
digital fraud, which has evolved to exploit consumer trust in legitimate-looking communications. He
emphasizes that most victims are lured into revealing sensitive information through phishing calls
or links, despite having access to safety information. The author underscores the importance of
user vigilance and awareness campaigns, suggesting that many incidents could be prevented
through better digital hygiene practices.

e Dubey (n.d.), writing for the Tactful Management Research Journal, explores the internal and
external dimensions of fraud risk management. He classifies frauds into categories like identity
theft, data interception, and transaction manipulation. The study calls for strong internal bank
controls, real-time monitoring, and staff training to reduce system vulnerability.

« Finezza Blog offers a fintech industry perspective on mobile banking frauds, outlining techniques
such as SIM card swaps, malware injections, and cloned apps. It recommends financial
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institutions focus on multi-layer authentication systems, secure app development, and
customer behavior analytics to flag anomalies in transaction patterns.

Frankenfield (2021) introduces the concept of PIN cashing, a type of fraud where criminals exploit
stolen or skimmed debit card credentials to withdraw funds. The article stresses the need for
tokenization, biometric verification, and Al-based fraud scoring models to tackle such forms of
fraud at the source.

Legal and Regulatory Landscape

Johri (2022), in her legal analysis published in the Indian Journal of Integrated Research in Law,
provides a comprehensive overview of e-banking frauds and their legal implications. She
discusses the role of RBI guidelines, CERT-In advisories, and the IT Act 2000, while arguing for
the establishment of a more consumer-centric redressal system and uniform legal framework for
dealing with cross-platform frauds.

The RBI Notifications (2017) on Customer Protection have been pivotal in defining the liability of
customers in unauthorized electronic banking transactions. These notifications aim to hold banks
accountable if system failures lead to fraud, while also emphasizing consumer responsibility in cases
of negligence

The RBI's KYC Master Directions (2016, updated 2021) and AML/PMLA circulars lay the
foundational framework for verifying customer identity, thereby reducing impersonation fraud. The
guidelines enforce continuous risk-based due diligence for high-risk clients and outline thresholds
for monitoring suspicious activity.

Legal Scholarship and Systemic Gaps

Lal and Salluja (n.d.) explore the Indian scenario of e-banking through empirical data, showing that
public-sector banks remain more susceptible to fraud due to delayed technological adoption. They
advocate for public-private knowledge exchange and deeper fintech collaboration.

Tannan (2003) and Chaudhary (2009), in their respective legal treatises, underline the need to adapt
banking law to modern, technology-driven environments. While existing laws offer foundational
protections, the pace of digital innovation has outstripped traditional legal frameworks—necessitating
urgent regulatory upgrades and cyber jurisprudence reforms.

Public Data, Media Reports, and Real-World Indicators

The Mint (2022) news article reveals that although the Indian government and regulators have taken
steps to monitor and prosecute online banking frauds, a large number of cases remain unresolved
or unreported, especially in semi-urban and rural regions.

The MyAdvo and World Jute blogs provide useful real-world case studies and definitions, offering
accessible explanations of fraud types for non-expert readers. They serve as essential tools in public
education and consumer empowerment.

Lastly, the ResearchGate publication outlines the global legal frameworks around e-banking,
emphasizing the need for cross-border data sharing, international cooperation, and digital
forensics training for law enforcement agencies.

The use of artificial intelligence (Al) in combating e-banking fraud has emerged as one of the most
vital areas of cybersecurity research. Al techniques are now being widely applied in fraud detection
through anomaly detection, behavioral analysis, natural language processing, and graph-based
machine learning. Bhardwaj and Dave argue that while Al models—particularly deep learning
algorithms—can achieve fraud detection accuracies exceeding 99%, they remain significantly
underutilized in public-sector banks, which still rely on rule-based systems prone to bypass
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Objective of the Study
o To examine the rise and patterns of e-banking frauds in India post-2020.
« To analyze the role of technological, regulatory, and human factors in fraud vulnerability.
o To assess existing safety mechanisms and their effectiveness in fraud detection and prevention.
« To propose a structured, multi-stakeholder approach to enhance cybersecurity in the Indian digital
banking ecosystem.

Methodology

This study uses a mixed-methods approach, combining quantitative data analysis with qualitative insights:

Component

Details

Data Sources

RBI Annual Fraud Reports (2020-2024), CERT-In Cyber Advisories, NPCI UPI
Transaction Data

Expert Cybersecurity specialists from ICICI Bank, SBI Digital Security Wing, and fintech
Consultations analysts
Tools Used Python (Matplotlib) for visual analytics; category classification for fraud frequency

Analytical Methods

Time-series trend analysis, fraud taxonomy mapping, and review of Al-enabled
fraud detection systems

E-Banking Fraud Trends in India

According to RBI’'s 2024 fraud monitoring bulletin, e-banking frauds rose by 19.3% year-on-year, with
more than 11,000 digital fraud incidents reported in FY 2023-24. These cases reflect the shifting tactics
of cybercriminals, increasingly exploiting API vulnerabilities, digital illiteracy, and advanced social

engineering.

Breakdown by Type of Fraud

Breakdown of E-Banking Frauds in India (2024)
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Fraud Type Percentage Mode of Attack
(2024)
Phishing 35% Fake emails, websites, or SMS luring users to input credentials
SIM Swap 20% Duplicate SIM cards to hijack mobile banking sessions
Fake Apps 15% Replicas of apps like Paytm or SBI Anywhere to collect sensitive
info
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Credential 18% Through insecure third-party integrations and poor API security
Theft

Malware 7% Trojan horses or spyware in email/downloads

Others 5% Includes ATM skimming, social engineering, and shoulder surfing

Graph: Breakdown of E-Banking Frauds in India (2024)
Source: RBI Annual Fraud Monitoring Report 2024, CERT-In Public Advisory Archives

Case Studies from India

PhonePe & Phishing Rings (Uttar Pradesh, Early 2024)

In early 2024, organized phishing rings circulated counterfeit PhonePe collect request links via messaging
apps across approximately 18 districts in Uttar Pradesh. Victims entered UPI PINs believing they were
processing refunds, resulting in cumulative losses of around 2.6 crore. These scams typically used cloned
UPI links designed to replicate authentic transaction pages.

Source: Government cyber-fraud statistics and regional media reports indicate widespread scam campaigns
using fake UPI collect links during this period. www.ndtv.com

SIM Swap Fraud via HDFC Bank

SIM swap fraud exposes critical vulnerabilities in mobile and banking systems. HDFC Bank publicly warns
that attackers can obtain duplicate SIMs, intercept OTPs, and fraudulently access net banking accounts.
Several customers across India have reported unauthorized withdrawals—often before detecting SIM swap
or transaction alerts.

A high-profile incident involved an Indian Army soldier who lost over ¥2.87 lakh from his SBI account after
Airtel issued a duplicate SIM without proper verification. After prolonged legal proceedings, Airtel was held
liable by the NCDRC and ordered to compensate approximately ¥4.83 lakh.

Source: HDFC Bank warnings, Telecom consumer case filings against Airtel, and documented court
judgments. HDFC Bank

Fake Paytm APK Scams (CERT-In Advisory)

In 2023-24, the Indian Computer Emergency Response Team (CERT-In) issued alerts regarding fraudulent
Paytm APKs circulating through Telegram and social media. These counterfeit apps simulated the Paytm
interface and harvested sensitive data including Aadhaar numbers and PAN details from unsuspecting
users installing them outside the Play Store ecosystem.

Source: CERT-In advisories on banking malware and app-based phishing. meity.gov.inwww.ndtv.com

Summary Table of Case Studies

Case Study Modus Operandi Financial Impact Lessons Learned

PhonePe & UPI | Fake collect links via | 2.6 crore across 18 | Need for link validation before
Phishing messaging apps UP districts UPI approvals

HDFC SIM Swap via | SIM cloning enabling | 2.87 lakh+ per | Importance of telecom-bank
Duplicate SIM OTP interception victim; legal fallout | coordination and SIM verification
Fake Paytm APK | Malicious Android | Large numbers | Enforce verified app channels
Distribution apps harvesting data | affected, data stolen | and user vigilance

These case studies underscore the evolving sophistication of fraud in India’s digital banking ecosystem,
revealing systemic gaps in telecom KYC, user education, and APl/application security governance.
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Preventive Measures Against E-Banking Frauds

Fraud prevention in India’s e-banking ecosystem is shaped by a three-pronged strategy involving regulatory
frameworks, technological adoption, and user empowerment. These interventions aim not only to reduce
existing fraud but also to strengthen long-term cyber resilience.

SmartArt Flow: 3-Tier Prevention Framework

Regulatory
Initiatives

Consumer
Centric
Measures

Technological
Solutions

Regulatory Initiatives

Policy/Initiative Description & Impact
RBI Guidelines (2023) | Mandated risk-based, real-time monitoring and Al-powered fraud analytics in
banks.
Tokenization Rules Enforced from October 2022; card numbers replaced with random tokens for
secure storage.
RBI Ombudsman | Provides grievance redressal mechanism for digital fraud victims under RBI
Scheme oversight.
Source: Reserve Bank of India notifications and circulars (2022-2024)
www.rbi.org.in

Technological Solutions
Technology Functionality & Application
Al-Based Detection Systems Pattern recognition and transaction scoring used by SBI, ICICI to
detect fraud in real time.
IMEI Linking/Device Binding Locks access to verified devices only, minimizing SIM swap and
credential hijacking risks.
Geo-Fencing & Behavioral | Monitors user behavior like typing speed and device location to flag
Biometrics anomalies.
Example: SBI reported a 37% drop in fraud attempts post adoption of predictive Al tools in early 2023.
[SBI Annual Cyber Risk Report 2023]

Consumer-Centric Measures

Program Description

Mass Literacy Drives Joint campaigns by RBI & NPCI to educate users in local languages
across states.

2FA & Biometric | UPI logins now increasingly use Aadhaar-linked facial or fingerprint

Authentication scans.
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| Alert-Based Transactions | SMS, app, and email alerts now mandatory for all digital transactions. |
Example: As of March 2024, over 68 crore Aadhaar-enabled transactions used biometric authentication.
[NPCI Monthly Report, March 2024]

Discussion
India’s digital finance ecosystem has grown rapidly—with UPI processing more than %1,500 lakh crore in
FY 2023-24 alone. Yet, this progress has not been matched uniformly in terms of fraud prevention. Key
challenges include:
 Infrastructure Inequity: Large public-sector and private banks have begun implementing Al-based
defenses, but smaller cooperative and rural banks lack the required resources.
e Inconsistent APl Practices: Fintech platforms use disparate standards, and many APIs are
insufficiently hardened against replay attacks or injection threats.
o User Naivety: A substantial share of fraud originates from human error—such as clicking suspicious
links or installing fake apps—pointing to the need for better grassroots awareness campaigns.

Recommendation: Integrated Security Pyramid

Foundational Layer

¢ Real-TimeTech Defense

Systemic Support

¢ Regulatory & Policy Support

Operational Layer

¢ |nstitutional Readiness

Human Layer

e User Awareness & DigitalLiteracy
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Layer Descriptions

Level Component Role in Fraud Prevention
Level Real-Time Tech Al-driven detection, device binding, anomaly scoring, geo-fencing
1 Defense
Level Regulatory & Policy RBI mandates, KYC/AML norms, API security guidelines, customer
2 Support protection frameworks
Level Institutional Readiness Bank-level cyber infrastructure, skilled personnel, fintech
3 collaboration
Level User Awareness & Rural/urban campaigns, fraud alerts, onboarding education, digital
4 Literacy hygiene

The path forward must include simultaneous investment in infrastructure, people, and platforms.
Regulatory nudges like mandatory 2FA, financial penalties for negligence, and shared threat
intelligence systems across banks and telecoms will be vital to secure the next phase of India’s digital
banking revolution.

Conclusion

The expanding realm of e-banking in India stands as a testament to the country’s technological advancement,
financial inclusivity, and policy innovation. Platforms like Unified Payments Interface (UPI) and services like
Digital Lending, Buy-Now-Pay-Later (BNPL), and Wallet Apps have transformed consumer finance and
small business ecosystems. However, the rapid digitization has also invited a parallel increase in the volume
and sophistication of frauds.

The 19.3% rise in digital frauds (RBI, 2024) and real-world incidents involving SIM swaps, phishing links,
and fake mobile apps reflect systemic vulnerabilities—ranging from poor telecom verification and insecure
third-party APlIs to lack of public awareness.
For India to transition into a secure digital economy, its financial systems must:
« Enforce unified and adaptive regulatory frameworks like API security protocols and biometric-
based verifications.
o Deploy advanced technological interventions, including Al-powered fraud detection, IMEI
binding, behavioral biometrics, and anomaly scoring.
« Promote a culture of cyber hygiene and digital financial literacy among end-users—particularly
in Tier-1l and Tier-Il cities and rural areas.
o Foster multi-stakeholder collaboration, involving banks, regulators, fintech innovators, telecom
operators, and educational institutions to co-create resilient cybersecurity mechanisms.

Failure to integrate these pillars cohesively may not only threaten the integrity of India’s financial system but
also risk eroding public trust. The future of safe digital finance will depend not just on how well we innovate,
but how effectively we secure and educate.
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