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Abstract 
While cloud storage is a vital tool to store and manage vast amounts of information, issues like security 
breaches, privacy violations, and centralization still exist as major problems. The article suggests an 
encrypted cloud storage system based on blockchains which uses encryption methods along with smart 
contract technology for better security of information privacy, openness and responsibility. Files will be 
encrypted prior upload of a file into cloud storage system where it can then have its hash value stored 
onto blockchains for ensuring data security purposes. Access control is facilitated by smart contract 
auditing which maintains an immutable record for tracking any changes made to it. This system’s purpose 
is detecting any tampering on stored documents through comparison between file hash values from 
retrieval and those found in a block chain database. Furthermore, it will be assessed by means of these 
parameters such as uploading speed and delay to retrieving data rate; transaction handling duration; 
throughput capacity; memory usage cost; and scalability index. This paper compares traditional cloud 
storage systems against blockchains' security advantages and performance costs due to their 
implementation on top of it. This proposal is designed for an encrypted, open source and auditable cloud 
storage solution that also identifies its limitations regarding safety versus speed of operations. 
Keywords— Blockchain, Cloud Storage Security, Data Integrity, Smart Contracts, Cryptographic 
Hashing, Performance Evaluation. 
 

Introduction 
The cloud is a vital tool of today’s business because it offers storage management access data at 
reasonable prices scale easily flexible affordable services that are available on demand. Storage cloud 
service allows people companies storing huge amounts information on their own servers rather than 
having a lot of hardware at home or office location. Nonetheless there are many problems associated 
with traditional cloud storage TDS such as unlawful entry to information system by hackers; theft of 
sensitive details from databases or servers through hacking attacks; alteration/manipulation / modification 
of files stored in a database without authorization etc. Security measures like encryption and 
authentication are important for protecting information, but they do not guarantee transparency in auditing 
or reliability of verifying stored data. Thus, there are many issues related to designing safe and Secure 
Cloud Storage Architecture for Data Protection (Confidentiality Integrity Accountability). 
 
Blockchains are an effective solution for solvingTHEIR problems by means of decentralisation, encryption 
techniques like hash functions, distributed agreement mechanisms as well as immutable ledger records 
system. Blockchain integration to cloud storage helps for better verify of data integrity, control over it and 
its visibility while not having a need to store complete file within themselfs blockchains. Files are encrypted 
prior upload of a on cloud storage whereas they have been stored as hash values along with associated 
information upon uploading them onto it. Smart contract automation for managing permissions fave rights 
management system to track all instances where they were accessed by users. When retrieving files 
from a database, it is compared against its current blockchain entry for verification purposes so that any 
tampering can be detected quickly which helps ensure security and integrity of stored information on 
servers.
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This paper proposes a blockchain-based secure cloud storage architecture that integrates data 
encryption, cryptographic hash verification, smart contract-based access control, and blockchain-
assisted auditing. This proposal aims at improving privacy security of information integrity openness and 
responsibility due to its impact on speed efficiency issues related with blockchain implementation. It can 
be assessed by means of measures like uploading speed and retrieving rate; transaction handling 
duration; capacity utilization rates for data storage systems' performance at scale. ThisBY comparing it 
against traditional cloud services for comparison purposes this paper will investigate its advantages over 
them from terms like safety features and cost-effectiveness. This research is intended as an example of 
how you can manage your sensitive information securely while also considering some compromises on 
speed due to increased protection measures. 
 

Literature Survey 
Blockchain technology is an area of great study because it can improve cloud storage security through 
better data integrity verification, decentralization audit process, authorization management system 
protection mechanism privacy safeguarding measures effectiveness and optimization capabilities to save 
space on servers. Current research is concerned with reducing reliance upon central authority through 
use of blockchain technology, smart contract implementation, cryptography techniques such as hash 
functions and encryption methods to improve security for outsource information management systems. 
But there are issues like high latency of transactions, large amounts of computation required for 
processing data on it’s servers; expensive prices due to space requirements while scaling up its capacity. 
Hua et al. [1] proposed a blockchain based system for sharing of data integrity audit and deduplication 
which reduces redundancy in authentication keys storage while supporting decentralized auditing 
process. The research shows that it has great promise to improve audit processes through blockchain 
technology. In this way, a decentralized cloud storage system with reliable deduplication and storage 
balancing is proposed by [2] where encrypted data chunks are distributed across multiple cloud servers 
and blockchain records support data recovery and integrity verification. EDCOMA scheme [3] addresses 
computational and storage overhead for decentralized storage auditing through double compression and 
polynomial commitments. The paper shows that lowering costs associated with using a blockchain for 
verifying transactions would be an interesting area to explore further. 
 
The research of 2025 is about privacy preserving audit and efficient data management. Vijayakumar et 
al. [4] proposes an efficient method for data deduplication and auditing through blockchain technology 
that includes a fair payment system to lower computational expenses and reliance on third-party vendors. 
Zhang et al. [5] studied blockchain based privacy preserving deduplication and integrity audit for file 
ownership privacy, authentication tag management and decentralized auditing. An integrated integrity 
audit system for big data similarity is proposed by [6] which uses blockchain technology and smart 
contract mechanism to enhance transparency of audits while reducing reliance upon external auditors' 
services. In addition, DIADD [7] deals with secure deduplication and efficient integrity auditing of dynamic 
cloud data to reduce computational costs associated with authenticator generation and verification. 
 
Scalability and security are also discussed by other research papers on multi cloud storage systems. The 
paper presents a blockchain-based IPFS solution for verifying data integrity securely and efficiently on 
various cloud platforms as described by [8]. Fine-grained deduplication and integrity auditing by 
blockchain was studied for secure management of large scale outsourced data as per [9]. An efficient 
integrity-auditing and deduplication system based on a blockchain was proposed by [10] for protecting 
privacy, performing batch audits, and ensuring accuracy of audit reports. This shows how integrating 
blockchain technology with off-chain data management techniques and strong encryption algorithms 
would be useful for balancing security of information while also saving space on disk drives. 
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Current studies are being conducted on advanced auditing techniques and secure data storage systems 
for 2026. An efficient and updatable integrity-checking mechanism based on Merkle tree structures and 
polynomial commitments is proposed by [11] for easy verification of data authenticity, frequent 
modifications to it, and multiple copies of it. Blockchain based big data audit model with fully homomorphic 
encryption is proposed by [12] for privacy preserving verification purposes. BZA-DIA is a study of dynamic 
data integrity auditing for cloud storage within an AI driven environment by [13]. Blockchain-based 
efficient deduplication and mixed auditing of dynamic cloud data are discussed by [14] who used 
encryption, smart contracts, and integrity checks. In addition, an intrusion detection system based on 
machine learning is proposed for secure cloud storage solutions by [15] which extends protection beyond 
data integrity to include suspicious access behavior. 
 
The literature also includes broader research on blockchain-cloud integration, access control, and 
privacy-preserving storage. The study of blockchain-cloud integration [16] is a good source for research 
on security, privacy issues and interoperability problems. The systematic review of blockchain based 
access control systems for clouds [17] discusses issues like policy enforcement problems and scalability 
concerns. This paper is about a decentralized cloud storage system that focuses on security, privacy, 
and cost efficiency (18). Smart contract based data integrity mechanism of cloud storage was studied by 
[19] whereas cryptography with smart contract to protect outsourced cloud information is discussed by 
[20]. 
 
While this paper covers some key issues related to blockchain based cloud security; however we still 
require evaluation for integration between encryption, cryptographic hashing validation, smart contracts 
access management system and tamper-proof logs measurement techniques. The proposed study 
therefore focuses on designing a secure cloud storage architecture and evaluating upload latency, 
retrieval latency, blockchain transaction time, throughput, storage overhead, and scalability against a 
conventional cloud-storage baseline. The purpose of this paper is for clarifying the practical trade-off 
among security, transparency, and performance. 
 

Research Gap and Contributions 
1 Research Gap 
Current studies of blockchain based cloud storage show better ways to verify information security, share 
it securely among users without centralized management systems for audit purposes or controlling who 
can view their files. Nevertheless there are some issues to be solved for balancing safety with speed of 
a computer program. A blockchain based audit mechanism may have extra processing time for 
transactions due to high volume usage by many people doing lots of work on it at once. Furthermore, 
keeping lots of information like files stored as a whole rather than just their names would slow down 
performance due to storage capacity limitations within blockchains. While there is research on individual 
approaches like data deduplication, privacy-preserving auditing, smart contracts, and cryptographic 
verification [1]-[20], we need more information about how they would work together within an integrated 
cloud storage system. 
 
A major issue of research involves assessing how much more expensive it would be to improve security 
compared with its benefits. While encryption ensures confidentiality of information through cryptography, 
it does not guarantee integrity verification like hash functions do. Current methods might concentrate on 
particular security goals but lack an overall comparison between upload latency, retrieval latency, 
transaction processing time, throughput, storage overheads and scalability. Thus there needs to be some 
kind of study on this topic so that we can know more about it practically or not. 
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2 Research Contributions 
For addressing these issues of our study, we propose an encrypted blockchains based secure cloud 
storage system which includes data protection through encryption techniques, verifying hashes via 
cryptography; controlling access to it by means of smart contracts; and providing audit trails for tamper-
proof records. Encrypted data is stored by this system within a cloud environment along with its hash 
values and associated information through blockchains. The architecture allows for integrity checks while 
not needing all of a document’s data saved directly within blockchain storage space. Access control is 
enforced by smart contract records of data access operation for better tracking and responsibility. 
 
This paper is about its major findings or results. 

• Cloud Storage Security Architecture design a combined system of clouds security, cryptography 
blockchains and smart contract for better privacy protection and control over information access. 

• Hash based Verification for Data Integrity: Create an algorithm which will compare hashes from 
blockchains against those obtained by retrieving information so as to identify any tampering or 
alteration thereof. 

• Smart contract based blockchain-based access management system for tracking changes on a 
ledger through immutable logs of each transaction made by users who have permission from this 
application. 

• Evaluation of performance metrics such as uploading/retrieval speed, transaction handling time, 
throughput rate, memory usage and scaling capabilities for this system will be done by us. 

• Comparison study; compare this method against existing cloud storage solutions on an equal 
footing for evaluating its safety advantages and cost-effectiveness issues. 

 
In general this paper is about an effective way of improving cloud data protection by integrating it with 
blockchains but also discussing its impact on speed efficiency. Effectiveness can be measured by 
implementing it, conducting experiments on them and comparing results to others. 
 

Proposed Architecture 
A proposal for a blockchain based secure cloud storage system is an integration of cloud storage, data 
encryption, cryptography hash function blockchains and smart contract which helps in improving security 
privacy integrity access management responsibility within organization’s network environment. 
Architecture is made up of five main parts such as a UI (User Interface), an Encryption and Hash Module; 
Cloud Storage Layer; Blockchain Network; Smart Contract Based Access Control Module. File data is 
kept online whereas its hash values and associated information are saved to a ledger of records called 
blockchain technology. It also helps reduce storage requirements for large amounts of information off 
chain by allowing users to independently verify their own records without needing a central authority. 
 
1 Architecture Components 
Interface User: It enables an authorised person for uploading download retrieving of documents from this 
platform. Authentication is required for users to perform secure actions. 
 
The encryption and hashing module encrypts files with AES for cloud storage. SHA-256 is used for 
generating a cryptographic hash which serves as an identifier or "fingerprint" on an encrypted document. 
The encryption key management is done privately and safely. 
 
Storage Cloud is a service that stores encrypted data and provides an ID for it along with its location on 
disk. Off chain storage of files reduces blockchains' space requirements. 
 



Kumar and Kaur (2026)                                                                              SSIJMAR, Vol. 14, No.5 

88 

 

Blockchain Network is a system for storing immutable data such as hash values of files, related metadata 
details about them like owner info and transaction IDs etc. Integrity verification and traceability are 
supported by these documents. 
 
Access Control Smart Contracts module enforces pre-defined access permissions and logs authorized 
file operation activities. A smart contract checks if an individual has permission for performing some task 
prior to allowing them into this system via app. 
 
2 Working Procedure 
An authenticated user uploads files to this application through its interface. It has been encrypted and a 
cryptographic hash value was computed for it. Encrypted files are saved to the cloud; their hashes and 
related information are logged onto a blockchain via an agreement between parties using a smart 
contract. If a logged-in person asks for it, then this process is performed by checking their permission 
level to retrieve that data from our servers' cloud where we store files securely before calculating hashes 
on them once more. Newly computed hashes are compared to those on a blockchain ledger. Both hash 
values are identical so it will pass through an integrity verification process before being allowed to decrypt 
by a legitimate person. In case of hash mismatch, it detects potential tampering by reporting an integrity 
verification error. 

 
 

Fig. 1: Proposed Blockchain-Based Secure Cloud Storage Architecture 
 

Figure 1 shows an example of a proposed blockchain based secure cloud storage system that includes 
AES encryption, SHA-256 cryptographic hashing, cloud storage and blockchain-based smart contracts 
for ensuring data privacy, security and controlled access. The user's files are encrypted during uploads 
by means of AES encryption and an SHA-256 hash is created on them. An encrypted document can be 
kept safe by storing it to an online server; however, its hashes along with other information would be 
saved as part of that record via a smart contract on the blockchain. While retrieving data through a smart 
contract it checks for user authorization while an encrypted document gets fetched out of cloud servers. 
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After that, the SHA-256 hash was recomputed and compared to the one stored on a blockchain. Both 
hash values are identical so it will pass through an integrity check before being able to decrypt this file 
for a legitimate person. When there is an inconsistency between hash values, it detects possible 
modifications to that document for rejection purposes. Therefore, this system integrates off-chain cloud 
storage with on-chain integrity verification and access controls for providing an encrypted and verifiable 
data management solution. 
 
3 Security and Performance Issues 
This design will enhance privacy by encrypting information; security of data is ensured via hashing 
algorithms while transparency can be maintained using a distributed ledger system for auditing purposes. 
Off chain smart contract provides programmable access control file storage limits the amount of data 
maintained on the blockchain. However, blockchain transactions may introduce additional latency and 
computational overhead. Therefore, the architecture will be evaluated using upload latency, retrieval 
latency, transaction processing time, throughput, storage overhead, and scalability. These 
measurements will help determine whether the security benefits justify the additional resource 
requirements. 
 

Implementation and Algorithm 
1 Implementation Methodology 
A proposed blockchain based secure cloud storage system will ensure privacy of information security 
checks on it along with permission management for accessing documents. A client app is part of this 
system which includes an AES encryption module, a SHA-256 hashing module, cloud storage, and a 
blockchain network with smart contracts. At first, users choose an item to be encrypted through AES 
encryption technology beforehand. SHA-256 is used to generate an encryption key for this document. An 
encrypted document is stored in an online repository whereas its hashing value along with related details 
like filename ID and ownership info gets saved by means of blockchains via smart contracts. If you want 
to download this document from me it will be checked by my smart contracts for permission then I'll allow 
downloading of that particular file. After downloading an encrypted document it will be hashed once more 
before being checked against a stored value on the blockchain network. Both hash values are equal; 
therefore it remains unmodified for use by an authorized person to decrypt this document. In other words, 
it detects an integrity breach of this type then rejects that file. 
 
2 Proposed Algorithm 
Secure Cloud File Upload and Retrieval Algorithm 1. 
File input: File F Encryption Key K User Identity U. 
File securely stored verification of retrieved files. 

1. Take this original document F by an authorized person. 
2. AES encryption of a file with key K to produce cipher text C. 
3. Calculate SHA-256 hash for encrypted document: $H=SHA256 (C)$. 
4. Upload an encrypted document C from here. 
5. Store an id of this document, its hash value H along with ownership details and other related data 

to be stored by means of a smart contract. 
6. To retrieve data from a database, authenticate users' identities through smart contracts for 

permission purposes. 
7. Reject if no permission granted to you. 
8. Alternatively, get an encrypted version of it stored on a server called C'. 
9. Calculate retrieved file hash: $H'=SHA256 (C').$. 
10. Compare H' to a block-chain recorded hash H. 
11. Confirm file integrity for \(H'\) if it is equal to $H$, then decrypt $C'$ with an authorized decryption 

key. 
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12. If \(H' 
13. Eq H\), report a possible file change to you for rejection of said files. 
14. Logging of accesses and verifications is needed to be recorded during audit purposes. 

 
3 Security and Implementation Issues  
Separation of cloud storage from blockchain is maintained by this system. While large encrypted data 
remains stored within a cloud server farm, only hash values and essential information is kept on its ledger 
for reducing space requirements of that system. The encryption key should not be kept in a secure 
manner but rather it is to avoid storing them directly onto blockchains. Access control is enforced by smart 
contract while audit trails are maintained for all transactions involved therein. It is possible to implement 
this on an appropriate blockchain technology like Ethereum or Hyperledger Fabric together with cloud 
storage services and cryptography tools. 
 
To evaluate its efficiency for this purpose we need to measure encryption/decryption times; hashing 
speed; block-chain processing delay; upload download speeds on files; data verification costs. 
Performance metrics will not be provided until they have been implemented and tested hereafter there is 
no assumption of any experiment data to be made on them. 
 

Performance Evaluation 
1 Evaluation Metrics 
Performance evaluation for this proposal’s blockchain based secure cloud storage system will be done 
through measures like computation time consumption rate, disk usage statistics; block processing speed 
and efficiency; transaction throughput rates on a network; security level assessment by means of 
cryptographic strength tests etc. This study is concerned with evaluating if integration of blockchain 
technology for data storage on a server can enhance its safety without compromising efficiency levels. 
 
The following metrics are considered 

1. Time of Encryption: How long it takes for encryption by means of AES on an original document 
or data set. 

2. Time for Hash Generation: How long does it take SHA-256 to create a cryptographic hash from 
an encrypted file. 

3. Transaction latency of Blockchains is a measure for how long it takes to store files' hash values 
and metadata onto them. 

4. Time of File Upload: Total amount spent on encryption process for uploading files into a cloud 
database along with its associated block chain information. 

5. Retrieve File Time is how long it takes to get an encrypted document from storage system until 
decryption by a legitimate person. 

6. Verify Integrity Time is how long it takes for us to calculate a file’s checksum from its location on 
our network then verify that against what we have stored in the block chain. 

7. Overhead of Storage: More space needed to store a blockchain’s metadata rather than an 
encrypted document on Cloud servers. 

 
2 Experimental Setup 
The proposed architecture is tested by means of prototypes such as an AES encryption module, a SHA-
256 hashing module, cloud storage, and a blockchain network with smart contract support. The 
experiments can be performed on various file sizes for analyzing their impact upon encryption speed, 
hash generation time, uploading speed, retrieving data from it and verifying its integrity. Repeat each trial 
several times so that an average value can be obtained for reducing any effects due to changes in 
conditions during testing periods. 
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To compare it to an existing cloud storage system which employs encryption and data integrity checks 
instead of using blockchains for hashing purposes. The two methods must be identical in terms of data 
sets size filesystem configuration networks environments whenever feasible. The comparison would be 
useful for measuring extra costs associated with blockchain transactions as well as evaluating 
advantages such as secure data storage through a distributed ledger system and security via smart 
contracts. 
 
3 Performance Analysis 
Performance analysis is concerned with how much space a file takes up versus its speed; transaction 
fees for blockchains are also considered here as well as reliability checks to ensure data security. Client-
side AES encryption and SHA-256 hashing is done while blockchains are used for maintaining file hashes 
and related information. Therefore, an encrypted file size mainly affects encryption speed, hash time of 
uploads and retrievals whereas blockchains are dependent upon their chosen software environment and 
network settings. 
 
Integrity check verifies if an uploaded encrypted document is identical to its stored hash value. Matching 
hashes indicate consistency between retrieved files and their records; non-matching ones may be 
modified or corrupted. Also, it needs an assessment on how much extra time and space is required due 
to integrating blockchains so that we can know whether or not this would be suitable as a solution for 
storing data securely in clouds. 
 
Note that since this model is still under development it does not have any experimental data or 
performance graph available at present time. Measurement data will need to be collected post-
implementation for verification of claimed results. 
 

Results and Discussion 
1 Performance Evaluation Results 
The proposed blockchain-based secure cloud storage architecture is evaluated in terms of encryption 
time, hash generation time, blockchain transaction latency, file upload time, file retrieval time, and integrity 
verification time. They are used to measure how much extra processing power is needed when combining 
a blockchain system with traditional data centers for storing information on them. The experiments must 
be performed on various data sets within an identical environment for consistency of results regarding 
speed-up characteristics as well as limits towards scaling up. 
 
After implementation of this model architecture, we will record experiment outcomes. The table 1 is an 
example of documentation to record performance data. 
 

Table 1. Performance Evaluation Metrics 
 

Metric Measurement Purpose 

Encryption time Milliseconds (ms) Measures AES encryption overhead 

Hash generation time Milliseconds (ms) Measures SHA-256 processing time 

Blockchain transaction 
latency 

Seconds (s) Measures the time to record metadata 

File upload time Seconds (s) Measures the overall upload process 

File retrieval time Seconds (s) 
Measures the time to retrieve and process a 
file 

Integrity verification 
time 

Milliseconds (ms) Measures hash comparison overhead 
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Storage overhead Bytes (B) or KB 
Measures additional blockchain metadata 
storage 

 
2 Data integrity verification  
SHA-256 hashing is used for verifying the integrity of encrypted files stored on a cloud server by this 
architecture. The hashing value for an encrypted document during uploading to a blockchain is stored 
there. After retrieving a document, we calculate its hash again to compare it against an existing record of 
that same item’s hashes. 
 
When both hashes are equal to each other then it will pass through an integrity validation process for 
files retrieval. In case of discrepancy between them, it detects an error/modification and stops processing 
files to retrieve data normally. It is a self-verifying integrity check that assumes the blockchain data 
storage system remains reliable; also it refers to this as "blockchain" technology. 
 
3 Security and Access Control Analysis 
A smart contract is an automated system to enforce permission levels on files' activities. Through 
validation of access request against defined policies it is possible for an organization’s system to limit 
downloads by unapproved persons. Also blockchain helps for audit purposes through keeping track of 
registered files' metadata along with transaction details. 
 
File content is protected by AES encryption against unauthorized access while being stored on a server 
for storage purposes. The SHA-256 hash function is used for integrity verification whereas a blockchain 
can be used to prevent tampering on reference hashes by an attacker within that particular network 
according to its security model. Nonetheless, general safety is also dependent upon key management 
for encrypts keys; user login process; validity of smart contracts; and protection against attacks from 
hackers to data stored within a server or database system. 
 
4 Discussion 
This proposal is about separating encryption of files on a blockchain network from its integrity record. The 
architecture does not store big datafiles directly within a blockchain but instead stores them as hash 
values along with some important information about it. Also it has an option to combine file confidentiality, 
integrity checking and auditability of access controls. 
 
However, integrating blockchain could lead to higher transaction times, more processing power 
requirements, and greater operational complexity. Costs are dependent upon a particular type of 
blockchains like networks configurations files sizes among others. So this is an analysis of traditional 
encryption-based cloud services' advantages versus disadvantages compared to standard ones at similar 
levels for testing purposes. 
 

Conclusion and Future Work 
1 Conclusion 
The article proposes an innovative blockchain based secure cloud storage system which includes AES 
encryption, SHA-256 cryptographic hashing, cloud storage and smart contract for better security of data 
privacy, integrity and access management. As shown by Figure 1, files are encrypted before uploading 
them to a cloud server; their cryptographic hash values and associated metadata are stored on a 
blockchain. When retrieving files from a server, it checks for data corruption by matching an updated 
checksum against that stored on-chain. Authorization and auditing are supported by smart contract 
technology whereas encryption of data outside a blockchain network reduces its size for storage 
purposes. This proposal is an effective way of improving data privacy by using encryption techniques 
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along with blockchain technology for verifying its authenticity. Nonetheless, it needs to be tested 
practically for efficacy and efficiency by means of experimentation studies. 
 
2 Future Work 
The future research would be to implement this model through an appropriate blockchain technology like 
Ethereum &amp; Hyperledger Fabric along with cloud storage solutions. The experiments are going to 
be about measuring encryption times, hashing times for blockchains transactions latencies between files 
uploads/downloads of them security checks on data storage costs. Also, it may include more 
sophisticated authentication methods for better security; strong key protection through cryptographic 
techniques; efficient programming language implementation of smart contract software that is cost-
effective while providing high performance on blockchain networks like Ethereum. More research could 
be done on integrating attribute-based access control mechanisms, privacy preservation methods and 
distributed storage solutions for secure sharing of sensitive information within a large scale cloud 
environment. 
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